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Introduccidé a Pautomatitzacio de
processos fets servir pels cibercriminals

Atacs massius a servidors d’accés public amb Shodan,
Censys o Zoomeye
Atacs dirigits o focalitzats (SpearPhising)

Infraestructures de Ransomware




L

Source: htt;;:IIwwu shodan.io




Atacs massius a servidors d

’. SHODAN _ Q Explore Developer Pricing Enterprise Access Con
Discover the Internet using search queries shared by other

Featured Categories Top Voted
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Webcam
bestip cam search | have found yet.

]

Cams
admin admin

Industrial Control Systems

Databases

Netcam
Netcam

Video Games

netcam

’accés public

tact Us Login or Register

Recently Shared

Smart Ethernet Remote I/0
ioLogik E2210

scada

LG Network Storage Devices
https://thehackernews.com/2018/04/hacking-nas-d...
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welcome to autosploit, give us a little bit while we configure
checking for serwvices
no arguments have been parsed, defaulting te terminal session. press 99 to quit and help to get help
checking if there are multiple exploit files
attempting to load API keys
shodan API token loaded from /home/baal/bin/python/autosploit/etc/tokens/shodan.key
Censys API token loaded from /home/baal/bin/python/autosploit/etc/tokens/censys.key
. Usage And Legal
. Gather Hosts
. Custom Hosts
. Add Single Host
. View Gathered Hosts
. Expleit Gathered Hosts
. Quit

@autosploit# 2

enter your search query: iis

enter your proxy (blank for none):

do you want to use a (p)ersonal user agent, a (r)andom one, or (d)efault: r

setting HTTP User-Agent to: 'Opera/9.23 (Mac 0S X; fr)'

please choose an API to gather from (choosing twe or more separate by comma IE; 1,2)

@autosploit# 1
searching Shodan with given query 'iis'...
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